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Demo Network Configuration
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Notes:
1. Failure of any link causes traffic to be rerouted.
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Demo Router Config - Dashboard

N

L

3/4/2019

1 minutes

EdgeMAX

Welcome adcomm ~  toubnt Dashboard Traffic Analysis Reuting Firewall/NAT

Interfaces

Routes

cannected Tx Rate [Kbps) Rx Rate (Kbps)

El cu  # Toolbox v

QoS Users

Hide Distribution

NAT is disabled

i Eheret

Firewall is disabled

Description Interface Type ~

rulesets

rules bro bro bridge

DHCP is disabled ethermet 10-10.20.2/50

SCTive servers

ethernet 10.10.30.1/30

inactive servers
ethermet 33.5B Kbps
ethernet 1500 0 bps

ethernet 5 0 bps

ethernet 1500 0 bps

Showing 11to 8 of 8 entries

Router login: adcomm
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Status

Connecied

Connecied

Connected

Connecied

Actions
0o
0 |
0o

| @ view |

Password: adcomm
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Demo Router Config - Routing

L

N

EdgEMAX g s : o - ; T T ]t & Toolbox »

Welcome adcomm ~  toubnt Dashboard Traffic Analysis Routing Firewall/NAT

Routes

Static |  Connected

Next Hop

Selected Description Destinatian Interface Route Type Actions

10.10.10.0/30

ethl

ospf

10.10.20.0/30 eth0 connected

10.10.30.0/30 connected

10.10.40.0/30 ospf

10.10.50.0/30

ospf

10.10.60.0/30 ospf

connected

ospf

.150.0/24 ospf
Yes 172.25.160.0/24 bro connected Yes
Yes 172.25.170.0/24 10.10.30.2 ethl ospf Yes
Yes 172.25.180.0/24 ethl ospf Yes
Yes eth( ospf Yes
Yes 172.25.190.0/124 10.10.30: ethl ospf Yes
Showing 1 to 14 of 14 entries
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N

3/4/2019

Demo Router IP Addresses

172.25.140.1
172.25.150.1

172.25.160.1
— ZeppoMarx Wi-Fi AP (open)

172.25.170.1
172.25.180.1

172.25.190.1
— GrouchoMarx Wi-Fi AP (PSK: GrouchoMarx)
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Demo Gadget IP Addresses

= 172.25.140.101 Temperature Sensor

= 172.25.150.51 Serial-to-IP Adapter
= 172.25.150.101 Telex IP-223

= 172.25.160.50 Serial-to-IP Adapter
» 172.25.160.101 Telex IP-223

o 1i72.25.170:50 Serial-to-IP Adapter
= 172.25.180.51 Serial-to-IP Adapter

N
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Basic Command-Line Tools

" ping
— Determine whether particular host is reachable
— Sends ICMP “echo request” packets to target

— Measures round-trip packet time & packet loss

examples: ping -t 172.25.140. 1
ping www.yahoo.com

N

= traceroute (tracert)

— Determines route taken by packets across an IP

network
examples: tracert 172.25.160.1
tracert www.google.com
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Basic Command-Line Tools

N

= Ipconfig
— MS Windows console application

— Displays current TCP/IP network configuration
values
= IP address
= Subnet mask
Gateway
DHCP server
DNS servers
other details

_ADCOMM Engineering Company
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Basic Command-Line Tools

N

= telnet
— Interactive remote login tool

— Generally used to access a command line interface
on a remote host (or device)

— Default TCP port 23

— Not installed by default in Windows 10/8/7, but
can be enabled in Control Panel
example: telnet 172.25.140.50

= hetstat -r
— Display PC routing table
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Windows Tools

|/ “© Zenmap

N

Scan Tools Profle Help

= N MAP/Ze n m ap Target: |1?2.25.140.0I24 V| Profile; |Quickscan v| Cance

Command: |nmap -T4 F 172.25.140.0/24 |

" N etWO rk M a p pe r" [ Hosts || serviees | | nmep output | ports fHosts | Topology | Host Details | scans|

)
i . |nmap T4 F 172.25.140.0/24 v| [etails
H W 172.25.140.209 )
— Networ eX Oratlon Starting Nmap 4.85BETA1® ( http://nmap.org ) at
W 172.25.140.11 2009-86-19 16:085 Pacific Daylight Time
Interesting ports on 172.25.148.11:
I 172.25.140.13 Hot shown: 99 closed ports
too W 172.25.140.20 PORT  STATE SERVICE
23/tcp open telnet
W 172.25.140.23 MAC Address: 00:09:B7:AF:52:EQ (Cisco Systems)
" 172.25.140.51 .
— Identlfles Hosts & ¥ Interesting ports on 172.25.148.13:
® 172,25.140.52 Mot shown: 96 closed ports
PORT STATE SERVICE
B 172,25.140.40

= = 135/tcp open msrpc
Runnlng SerVICeS 139/tcp open netbios-ssn
998/tcp open ftps
6646/tcp open unknown
MAC Address: 60:0D0:56:34:63:6A4 (Dell Pcba Test)

— TCP/UDP port scanner cnteresting ports on 172.25.140.20.

Mot shown: 99 filtered ports D
PORT STATE SERVICE

— NMAP: command line 200/tch Do g er0ai38:08 (el

Interesting ports on 172.25.148.23:
. Hot shown: 99 closed ports
—_ Zen ma GUI PORT  STATE SERVICE
. 23/tcp open telnet
MAC Address: @0:89:67:81:73:00 (Cisco Systems)

Interesting ports on 172.25.140.40:
Not shown: 97 filtered ports

PORT STATE SERVICE

80/tcp closed http

|

https://nmap.org/
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Windows Tools

Mew Trace - PingPlotter Pro = a X
L/ .

N

File Edit Workspace Help

n P 2 P I tt | FinalTerget 1 (@1~ interal 25scconds  +| Focus|60minvtes  ¥| et 02 Z
I n g O e r | uop Coun P Name Avg Min Cur PL% ome Latency
| 720 24933721 al-2c.neo.rcom 1 o 1
. |® 720 2416497.70 fas0-0.akmoh1-ubr2.ngo.rr.com 2 16 30 \:I—
— G ra p h Ica I tra Ce ro u te | @ 720 2416496226 p0S6-1_akmoh1-1r1 neo fr.com % 18 19
@ 720 19241177248 brl.tcol alter.net 81 40 61 17 [ ey =
!@ 720 1924117731 bré6.tcol alternet 8 38 47 15 e
f |® 720 15713032178 paimetworks-gw.customer. ALTER,NET 83 46 88 15 e
SO tWa re | @ 720 19216815 8. 42 75 1§
@

i 7200 216.92.150.222 Final.Target.1 83 45 49 16 Kbd;-«

Degnéﬂ akmoh1-rtr1 neo.rcom (24.164.96.226) hop 3 24 hours
y 30

— Graphs latency and \ T D &
packet loss to visualize ik, kit <
network performance e T |
at every hop between , ol ,mymmmsmwmmmmsa,”u
computer and target device

— Logging capability

— Pro, Standard, Free versions

— Also available for Mac and iOS

https://www.pingplotter.com/
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Windows Tools

N

L/ & TCPYiew - Sysinternals: www.sysinternals.com
Eile  Options  Process  View  Help
T - Ha 3B
= C PV I eW Process Pinlocod Local Addness Hemaobe Addiess State A
nel TP macklagamip maklan LISTEMING
: T omEm, iome
— Lists all TCP & UDP port g mERr i
ATeCH|
end O t PC o f o L m:m mﬁﬂ USTENI
p |n S On a Sl inetiré exe-1352 TP maklagr 1020 maeklage) LISTENING
w20 T0P g 2165 a0 LISTENING
' - UhaDevems 672 TCP matlag 2196 marklagel UISTENING
— Similar to netstat = e I nlpSl) ekt LSTENNS
. . . nifies. ave 20TE TP matklag 21 65 el 28 g hotmad comc 1883 ESTABLISHED
command in Linux/Unix S &0 miEiy REER. SE
. :mq’“ e mmml ' matind SSFEiEG
and Windows Broowers  [F nweiw o e
— Sysleimcd TP rvaklep 1235 madklapl) LISTENING
3 sunend asklagc1 270 maklag UISTENING
B svchost swed e maklag apmap -
T Sustem:d up masklagomiciozali-di .
5 toaes e 12 ks isskmp we
) sveba sva:B00 rarklegr 1 00%
CIDSASve ss 116 aklag 1 DT
CADSASve exe 1316 makclag: 1029
B matrito.ena1 352 ka1 031
EIDSRSve s 1 TIE aeklepr 1048
=1 svchost eee-360 maklag 1062
T swchost sweSE0 marklepr 1070
By memegs. ene: 2076 vkl 1442
B3 svcheost ewm 560 madklap 1774
HE0 MstChent e 1740 mvsthclape 21 65
[ inetiréo exe 1352 maklep 3456
Enrsnsmmnm ek lep 91 0 =
https://docs.microsoft.com/en-us/sysinternals/downloads/tcpview
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Windows Tools

N

= Networx

— Live monitoring of incoming &
outgoing TCP/IP bandwidth
— Also built-in ping, traceroute,

netstat, and other advanced
features

— Free 30-day trial for current
version

— See also: Windows Resource
Monitor

NetWorx (All Connections)

I Speed Meter (All Connections)

Speed Meter measures your network or the network device throughput

R = oW o

Incoming
@ Current Transfer Rate 1.14 Mbit=
@ Average Transfer Rate 2.46 Mbit/s
@ Maximum Transfer Rate 10.8 Mbit/=
% Total Data Transferred 39.3MB
= Since 2/3/2011

Qutgoing
30.9 kbitfs
73.1 kbitfs
340 kbit/s
1.17 MB
3:42:21PM

https://www.softperfect.com/products/networx/
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Windows Tools

= Private-network speed test tools

N

— LAN Speed Test/Server el | =
= Free “lite” mode, advanced paid sempie =
Throughput: O iverage  Maximu Minimum || e m

mode ($10) W ! =]
= https://totusoft.com/lanspeed -

m“"r" et e
— PassMark Performance Test = e
= Advanced Networking Test o
= Free 30-day evaluation, $28 to buy | [

= https://www.passmark.com/products/pt.htm

~ADCOMM Engineering Company
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Advanced To

L

N

test.pcap - Wireshark

File Edit Wew Go Capture Analyze Statistics Help

=« Wireshark ZE e s/ pBxe s Beso7F e EEaa

Eilter: I hd + Expression. .. bglear V Apply
\\ ~
— eep paC e Mo, - Tirne Source Destination Protocal | Info ==
1 0.000000 192.168.0.2 Broadcast ARP who has 192.168.0.27 Gratuitous ¢
= = 1/4 2 0.299139 192.168.0.1 192.168.0.2 NENS Name query NESTAT *<00: <00z 00> <00
Inspectlon 4 1.025659 192, 224.0.0.22 IGMP W3 Membership Report
6 1.048652  192. 239.255.255. 250 UDP Source port: 3193 Destination por

- Network prOtOCOI & Lossoss 15,

9 1.082038 1582

192.168.0.2 UDP Source port: 1900 Destination pot
152.168.0.255 NENS  Registration NB NE10061D<00>

analyzer 11 3 "1 TF 3 FEtp [
12 1.227282 . 168.0.2 TCR http » 3196 [5YN, ACK] Seq=0 Ack= +
£ | x|
& Frame 11 {62 bytes on wire, 62 hytes captured) »~
& Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:F5:9a (00:00:5h:2d:F5:9a)
® Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: O, Len: O
Source port: 3196 (3198)
Destination port: http {80)
Sequence number: O ({relative sequence number)
Header length: 28 bytes ==
# Flags: 0x0002 (S¥N)
Window size: 64240 et

000 00 09 Sh 2d 75 9a 00 Ob 5d 20 cd 02 C©8 00 45 OO = ]
010 00 30 18 48 40 00 80 06 61 2c O aB 00 02 c0 ag 0L HE. L 5
020 00 01 Oc 7c 00 50 3c 36 95 f& 00 OO OO0 OO0 70 02 e PR
030 fa fO 27 e0 00 O0 02 04 05 b4 01 01 04 02 iy

[File: "D:fhest.peap” 14 KB 00:00:02 [Fi1zaD: 1z0m: 0

https://www.wireshark.org

_ADCOMM Engineering Company
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Wireless Tools

L

N

= Acrylic WiFi Free/Home
— Wireless network “sniffer”

i DK - o x
. Acrylic Wi-Fi Home GO Pro fq ¥ in ] = ‘ Acrylic Wi-Fi Home GO Pro fq ¥ in ] =
MAC Address | RSSI | Chan|802.11 Spe SSID MAC Address |RSSI Chan|802.11 Max S
[ WLAN XY €0:A4:4C:63:02:428 358 6 W WLAN_XY 0:ad:4C:63:02:48 354 6
W Sbadad AP Sbddid 80 " D, g, W Sbdd2d AP Ebddld 78
W famalsu E2:41:36:0C:4C:A0 8, " [: W famalsu E2:41:36:0C:4C:A0
W POPETE 58:23:8C:79:C6:32 [ g W POPETE 58:23:8C:79:C6:32
M WebSTAR 1 b.g B WebSTAR 38 HabsTAR
[ SERGIO 3 g [ SERGIO _ a0 SECI0
W WLAN_B3 1 b g W WLAN B3 40:43:02:86:96:17
W e N b M HACKERS AHEAD 00:1%:¥5:58:a5:83
[[] RodMos 1 b.g [] RodMos 00:36:24:CD:D4:D4
M BURLINGTON € g 1 M BURLINGTON  F2:63:34:3:15:83
B WIREE969 afl 145 g W WIRE6969 £8:08:37:C0:51:88
W wificientesR » " W wificientesR 02:71:C2:14:7D:CF
[ CBS-27BA 14:89:68:1D:27:C0 a1 AWEI'T [ €BS-27BA 14:89: 68:7D:27:C0 TR
[ wificientesR SA:29:8C:79:C6:33 6
[7]  JAZZTEL uhvi £4:22:F8:24:08:70 9
2402 212 22 2R 282 452 %82 un 8 2%

1 2 3 4 5 5 7 8 5 w [n 2 Ew 14 P
10 & n a ”n £V, Eupalhsin
0 80211 Specal
E']
0 HACKERS AHEAD
k] 37
0
E
a e N e
s a8 ;

A 0
2407 217 22 3 47 2457 287 un 249 13:22:00 13:23:00 13:24:00 13:2500 13:26:00 i

https://www.acrylicwifi.com/en/wlan-wifi-wireless-network-software-tools/wlan-scanner-acrylic-wifi-free/
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Wireless Tools

N

= Mobile Apps

— Android WiFi Analyzer

Graphical or tabular display of
Wi-Fi networks in range

Shows signal strength vs.
channel or time

Similar functionality as Acrylic,
for mobile devices

Not available for Apple iOS
devices (iPhone, iPad, etc.)

Note reduced functionality in
Android 9 (Pie)

https://play.google.com/store/apps/details?id=com.farproc.wifi.analyzer

ADCOMM Engineering Company
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Wireless Tools

= Overlook WiFi
= work

N

L

= Mobile Apps
— Android, iOS Fing - Network
Scanner

Discover devices connected to
network

Port scanning

Ping, traceroute =
Other network tools B
Similar functionality as NMAP,

2% SME

53 .'"'l'”_,“?“ e

ADCOMM Engineering Company
3/4/2019 www.adcommeng.com

. ) R A
for mobile devices 1oPR
443 *'“"' —
465 slu.mps .

11 services

Overlook WiFi

= Overlook WiFi 18/20

for the rc S: 12 hours ago

Wireless network

192.168.0.0/24(0)

Overlook-WiFi

Mar 2, 2012 10:46 PM - 12 hours ago
192.168.0.25

00:22:33:9E:BB:F5

Intermet

ATET (New York, United States)

address  host..

over-look.com 23 hops

12 10.254.11.201

13 10.254.12.6

14 89.97.200.54

15 89.97.200.225

16 89.97.200.33

17 213.200.68.213 ge-4-0-0.rom22.ip4.tinet.net
18 89.149.182.86 xe-8-0-

19 77.67.75.90 as3549.ipd.tinet.net

20 64.215.185.78 REVELATION-NETWORKS-INC.G...
21 69.4.240.33

22 68.171.207.248 68.171.207.248.cust static.cm..
23 66.84.0.38 s38.n0.n84. c.myhostcente...

24 66.84.0.138 over-look.com
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Questions?

N

= Thank you!

ADCOMM Engineering Co.
adcomm@adcomm911.com

(425) 489-0125
www.adcommeng.com
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