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= Provide basic introduction to IP

networking
= Provide hands on experience

= Provide tools for some basic

A
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Where is It all going?
= Voice and data have become oneag
— Transport is all data. e

— Analog voice only at the human interface. .
— Data and voice indistinguishable in the network.

Digital interfaces are easy and cheap to design.

Data networks require higher bandwidths for
mixed traffic.

When will this occur? It already has!

Greater interconnectivity between devices using
IP network technology, Machine-to-machine
(M2M), Internet of Things (IOT)

N

~ADCOMM Engineering Company
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No more butt sets or TIMS

= Maintenance is more complex.

— Good news is no level setting, bad news is no level
setting!

= Often no set path for data or voice. Bits are bits

= Requires detailed knowledge of the protocols
and network design

= Specialized tools and software

= Often IT people do not have this level of
expertise

N

~ADCOMM Engineering Company
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Why IP?

= Typical IP network example by

Leased Line/MW/Radio Link

N

IP Gateway

By

Existing LAN ~ Console
erver Radio Sites and Equipment
DSL/Data

Connection )

==

Dispatch Center

IP Gateway

If multiple channels at any site, only one data
Circuit required.

Existing LAN

o

Remote Desktop
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Why IP?

A
\J
= An IP example.
= ﬁ$§%
Radio Site|at
Water Tank
Public Works Radio System
;| Main Engineering
EEE Office DSL/Data ooma
Connection IP Gateway
Desktop Remote Existing LAN
Consoles
] Existing LAN
58 Existing LAN Interconnectio
City Hall EEE
City LAN County LAN
% Existing LAN Console
Maintenance 448 application can
Shop be in the cloud
Desktop Remote Consoles Existing LAN
L]
EEE Park Office
ADCOMM Engineering Company
- 3/2019
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hy IP?

= Another IP example - Backup

N

=t

. [T\ i i
Backup Radio System /A\ Radio Siteat
Smartphone [~ Water Tank
==
T
DSL/Data
Dispa Connection IP Gateway
Existing LAN
Interconnectio
Existing LAN

Connection

— N Existing LAN
City EOC e\

County EOC

Mobile Command Post

_ADCOMM Engineering Company
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How can IP be used for radio?

= [t is @ method of interconnecting consoles, radios,
telephones, and other devices

= Tt is not transmitted over-the-air to the user radlos
(Mostly true) |
« IP + P25

= Uses standard Internet Protocols (IP)

— TCP/IP — Most reliable format because
provides guaranteed delivery but not
generally used for voice because of
bandwidth

— UDP/IP — Uses less bandwidth but may be
less reliable because no guaranteed delivery

— Uses many of the standards and protocols available in most
data networks but not necessarily allowed by the network

manager
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The Promise of IP

/\

Page 9

Reduces costs because existing data networks can be used
Easy to use, interconnects many different brands of equipment

Control consoles can be located anywhere there is a data
network and a simple laptop can be used

Reduces costs because standard computer hardware can be
used

Great for disaster recovery and back up because IP data
1:net\lNorks are often more resilient than voice or dedicated
acilities

Reduces costs because one data circuit can handle multiple
base stations

Interconnects many different kinds of
equipment such as cell phones, 2-way radio,
Internet Phones, VoIP phones, etc.

Plug and Play

~ADCOMM Engineering Company
www.adcommeng.com 3/2019
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From Computer Desktop BEneyclopedia
@ 2004 The Computer Language Co. Inc.

S| Model
= Open System I

Interconnection 7 R

Preszemtation Layer

» Seems esoteric but | &= mEnme-

BCOta binary, ete:.

IS Important to 5 [

N

L

Maintains order.

understand how s s
various network e
components work. M=l s

UPPER LAYERS

on network address.,

Data Link {MAC) Layer

= Released in 1983 2 [

station address.

1 % Physical Layer

Electrical signals and cabling.

LOWER LAYERS

ADCOMM Engineering Company
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OSI| Model

Physical Link

= Layer 1 —

— Voltage

— Number of wires

IN outs

—P

/

1V

CAT6, Fiber

4

— CATS
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N

12

Frequency
Banadwidth

1-100 MHz
1 - 250 MHz
1 - 500 MHz
1 - 600 MHz
1 - 1000 MHz

T1A

T1A

(Components) (Cabling)

Category 5e
Category 6
Category 6A
n/a

n/a

_ADCOMM Engineering Company

Category 5e
Category 6
Category 6A
n/a

n/a

www.adcommeng.com

Layer 1 Cable Categories

15O

Category 5e
Category 6
Category 6A
Category 7
Category 7A

1SO
(Components) (Cabling)

Class D
Class E
Class EA
Class F
Class FA

3/2019
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Layer 1 Wiring
= Layer 1 Wiring standards

= Connector 8P8C (not really RJ45)
— TIA 568A

= Recommended for general use
= Compatible with T1 USOC RJ-48C
= Recommended for home networks TIA 570

= Compatible with voice telephone line
RJ11 type connections

— TIA 568B

= Most common in commercial applications
= Legacy "Bell System” wiring (Merlin systems)

N

_ADCOMM Engineering Company
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Layer 1 Wiring
» TIA 568 Pin outs

N

Pair 2 Pair 3

air air air air Pair 1| Pair 4

- I A_

il |(ﬁ ik 7 ol

T568A 15688

_ADCOMM Engineering Company
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Layer 1 Wiring

EIA 568A

ElA 568A

EIA 568B

ElA S68B

Wire Color Legend Sigral Fnd Wie Color Legend

e . WSS YWhite/Green | TX# 1 | ="
S Creen | T
W, 'il'uhitﬂn'clrﬂl'lgﬂi R+
N L TRO2+
o AW \White/Blue | TRDZ-
L s Orange RX-

g White/Orange
= Orange

2

3 e . WP White/Oreege
4 | N (e

5 | e EER. RS White/Blue

| G | I (e

A . e Vihite/Brown  TRO3+ 7 e i \Nhite/Brown

o T TRD3- g | N oy

| Signal
TH+

T¥-
| RX+
[TRD2+
TRD2-
j Rx-
TRD3+
TRD3-

ADCOMM Engineering Company
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= There are different standards

standard
= Some vendors supply up to 51 watts

= 15.4 and 25.5 watts of power are

_Power over Ethernet (POE)

1V
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= \WWatch total power in large cable bundles!

= National Electrical Code applies
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POE Pin Use

/
\J
802.3af Standards A and B from the power sourcing equipment perspective
. . 10/100 mode B, | 10/100 mode A, 1000 (1 gigabit) mode B, 1000 (1 gigabit) mode A,
Pins at switch T568A color T568E color ) . ]
DC on spares | mixed DC & data DC & bi-data DC & bi-data

Pin 1 E_ . U i Rx + Rx + DC + TxRx A+ TxRx A + DC +
White/green stripe | White/orange stripe

Pin 2 = —— Rx - Rx- | DC+ | TXRXA- TXRX A - DC +
Green solid Orange solid
@ :] .1—

Pin 3 - ) . - . Tx+ Tx + DC - TxRx B + TxRx B + DC -
Whiteforange stripe | White/green stripe
] ]

Pin 4 ) ) DC + Unused TxRx C + DC + TxRx C +
Blue solid Blue solid
E .1—

Pin 5 - , . - DC + Unused TxRx C - DC + TxRx C -
White/blue stripe White/blue stripe

Pin 6 N ) __ Tx - Tx - DC - TxRx B - TxRx B - DC -
Orange solid Green solid

- .EI— .EI_

Pin7 - . - . DC - Unused TxRxD + DC - TxRx D +
Whitefbrown stripe | White/brown stripe
] ]

Pin 8 ) , DC - Unused TxRx D - DC - TxRx D -
Brown solid Brown solid

ADCOMM Engineering Company
17 www.adcommeng.com 3/2019
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= Multimode fiber for short distances up to maybe 2

L

km but less expensive
= Single mode fiber for long distances starting at 1

3/2019
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km to 10s of km but more expensive

= Variety of connectors
= Buy pre-made jumpers for patch panels

= Field assembly can be difficult
= Wire for short distances is cheaper

Fiber Interconnection

\
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e

OSI| Model

L

N

= Layer 2 — Data Link
— Media Access Control (MAC) Addresses
— Ethernet, Token Ring, Frame Relay, ATM
— Data "Switches” usually work at this level

— LAN Cards — Usually Layer 2 depending on
card

— Ethernet uses Carrier Sense Multiple
Access with Collision Detection (CSMA-CD)

~ADCOMM Engineering Company
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MAC Address

T« Media Access Control address
= Unique identifier to = =
network interfaces —
« “Ethernet” address E e
= My laptop MAC e \
— 5C-26-0A-4F-9E-B0 N

— 5C-26-0A — Dell
= https://macvendors.com

_ADCOMM Engineering Company
20 www.adcommeng.com

1: multicast

0: globally unigue {(OUI enforced)
1: locally administered
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OSI Model

= |Layer 3 — Network Layer
— Higher level addressing

N

Router

— Handles communications between network
switching points.

— Routers generally operate at this level

— IP, SNA, Apple Talk
— IP addresses work at this level

Isolated
Network

Isolated Network < —

Isolated
Network

Page 21 ~ADCOMM Engineering Company
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1P Addresses

N

approach — 32 bits

» P V4 addresses are
essentially used up

= IP Version 6 is the
new system — 128 bits

= In addition to addresses,
there are 65,000 ports
associated with each
ad d ress ADCOMM Engineering Compan)

= How the Internet is addressed
= JP Version 4 is the legacy addressing

22 www.adcommeng.com

An IPvd address (dotted-decimal notation)

172 . 16 .254 . 1
\ 4 ¥ ¥ +

10101100 ,00010000,11111110,00000001
L I I

One byte =Eight bits

Thirty-two bits (4 x 8), or 4 bytes

An IPve address
2001:0DB&:ACL10:FEOL : 0000 : 0000: 0000 20000

I D T A | .
2001:0DB8:AC10:FEQ1: ZM0€s can be omitted

LT

pleaaaaaaneasahboaahliehlchbblosomlahlapblossahlecaanBbbbhblossosall

(in hexadecimal)

BB B B oW

3/2019



Bridging the Gap Between Operations and Technology®
Copyright 2019 ADCOMM Engineering Company
From Computer Desktop BEneyclopedia
@ 2004 The Computer Language Co. Inc.

OSI Model

N

UPPER LAYERS

-r=il, file transfer,
clientfzarver.
— Layer 1 - Cables, etc. [5 s

— y 4 u @ﬁ Encryption, data conwersion:
ASClta EBCOIC,

y Starts, stops ses=sion.
Maintains order.

—a ye r 3 I P 4 Tranzport Layer
Ensures delivery of entire
file or message.

LANs and WhlNs based
on network address.
2 Data Link {MAC) Layer
- Tran=mits packets from
node to node based on
station address.

BCOta binary, ete:.
Hetwork Layer
1 % Physical Layer

= | ower Layers 7 ke
Ethernet 3 B o
3 4 B s data to different

LOWER LAYERS

ADCOMM Engineering Company
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Server

Client

= |Layer 4 Transport Layer

— Transmission Control Protocol|(TCP

other.

— Ensures data gets from one end to the
— Counts packets, etc.

~OSI| Model

\V

— Part of the TCP/IP “Internet” protocol

tains parts of Layer 5

Imes con

— Somet

3/2019
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adcommeng

WWW.
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OSI Model

The TCP/IP and OSI Models

N

Page 25

Layer 5 — Session Layer

— Manages two-way or one-way transmission
— Provides communications coordination

— Often incorporated in Layer 4

— SIP operates at this layer

Layer 6 — Presentation Layer

— Use has changed over time

— Generally used for encryption now.

Layer 7 — Application Layer

— Used to manage the applications such as file transfers, etc.
Layers 5, 6, and 7 are often merged together in the

operating system or applications in modern
computers.

~ADCOMM Engineering Company
www.adcommeng.com 3/2019
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=

Network Data Flow

L Exchange
&I LInit

Application M----- -Application Protocpl - _____ Application | APDL

N

e - - ---Presentation Popdacel . _ . ___ o] pya

ation | PPDU

- mesgionPodocal . __ . ___.l =g

ion | sPDU

... Irapspart Pratocol _ ____ Trangport TPDU

r acket

In rame

ysica it

_ADCOMM Engineering Company
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= Data flows through the OSI model
elements.

Information units System B

System &

Data

Headar 4

Data

Headsar 3

ta

Headsar 2

Data

Metwark

Network Data Flow

1V

Data Flow

3/2019
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adcommeng
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Eaoivaswrwart Voaks

NETGEAR nsENI04™

Ipmen

Equ
t

-
en
o = £
C v =
" — dk
— 5

| -
0 2
D,
8=
|

= Hub

ic flows to all

— All traff

ports
— Inexpensive switches have replaced hubs

“Network

1V

3/2019
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— Hubs maybe required for network monitoring
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Network Equipment

= Switch Chie
— Layer 2 Device -

— Routes traffic to the network segment with
the destination device

— Reduces traffic and collisions on the network

— Smart switches can provide enhanced
switching and limited “Layer 3" functions

— Cannot monitor network traffic unless using a
“mirrored” port

— Switch bandwidth should match network

_ADCOMM Engineering Company
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F

|

E

-

/ D-E-F

J
D-E-F

\

All data flows to all
devices regardless.

_Switch and Hub Example

\V

Only the data destined for

the end device flows in the LAN segment.

3/2019
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~ MultiProtocol Label
Switching(MPLS)
T = “Layer 2.5"” .

= Data agnostic pLS

o SW|tch|ng decisions Ethernet , Frame relay , ATM , PPP , etc
made on the basis of Pnysica Layer
labels assigned when the data enters the
network

= Connection oriented protocol as opposed to IP
which is connectionless

= Allows for faster transport of data and applying
different rules for different labels

~ADCOMM Engineering Company
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Networking Equipment

L

= Routers
— Layer 3 Device
— Connects one network to another Router
— Usually provides transport conversion

— Makes “intelligent” decisions about how to route
data

— Bandwidth should match the network

N

SEE MAN
BEFORE INSTALLATION

g

DO NOT REMOVE DURING NETWORK OPERATION

_ADCOMM Engineering Company
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Equipment Requirements

+ B

= Router bandwidth defines total throughput

= Having four 1 Gb interfaces does not mean the
maximum bandwidth is 4 Gbps

= The Netgear router above has a bandwidth of
450 Mbs and the Cisco up to 4 Gbps

M

_ADCOMM Engineering Company
33 www.adcommeng.com
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Putting it all together

N

192.168.40.126/26

Loopback 1
192.168.40.1/26
192.168.40.65/26

192.168.40.154/27 192.168.40.177/30

209.165.202.158/27

2950-2

Switch0
209.165.202.129/27

192.168.40.129/27

192,168.40.161/28 209.165.200.225/27

192.168.40.174/28 209.165.200.254/27

PC-PT 2950-24 2950-24 —rod
PC2 Switch1 Switch2 PCS

~ADCOMM Engineering Company
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Initial Considerations

N

L/

Page 35

= Shared or dedicated network
= Shared network should support

Multicast — Transmits to multiple points simultaneously

Bandwidth — Depends on vocoding assume 50k per voice
channel worst case

Fixed IP addresses
Dedicated bandwidth or Quality of Service
Virtual LAN’s do not guarantee bandwidth
Delay must be controlled
Router/Firewall programming control
Security and virus protection

~ADCOMM Engineering Company
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Technical Detalls

= Data Networking

— Common use:

= TCP/IP for control signals — More reliable
UDP/IP for voice data — Less bandwidth
Multicast — Routing data to multiple points
Fixed IP addresses

Be careful with any network assumptions as different vendors
have implemented network interfaces differently.

— Quality of service is generally required to ensure delivery of
audio packets. (Remember they are UDP/IP.)

— Multiple ports may need to be opened in firewalls, etc. for
proper operation.

— Virtual LANs do not guarantee bandwidth.
— Network security must be managed.

N
\J

Page 36 ~ADCOMM Engineering Company
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P

Implementing IP ™
= Document you =
network!
= Workmanship does |
make a difference
= Details, details

details, pay attention
to the details

N

7
[/
all U ] B

=

ADCOMM Engineering Company
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1P — The Future is Now :

= Good news

— Can be a very cost effective
solution in some situations

— If limitations are not a problem,
costs can be reduced

— This technology will eventually become the
dominate method for radio system interconnection
because most communications are moving to an
IP type network

— Improvements in the interfaces are being made all
the time

— Some issues are resolved if implemented on a
dedicated data network but that raises costs

ADCOMM Engineering Company
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Questions?
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Thank you!

Joe Blaschka Jr. PE

i.blaschka@adcomm911.com

425-489-0125

www.adcommeng.com
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